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Web Application Vulnerability Lifecycle @kemai
The Rise of Layer 7 Vulnerabilities

Pace of Change + Innovation = Vulnerabilities

New Features

Competition drive

innovation and Web Application Developers make
application chang Security Consortium mistakes

Over 95% of corporate web applications have

Composite
severe vulnerabilities

Penvironments and
onstantly changing

Migration from s0de exposes holes

desktop to web;
on-premise to
SaasS; ease of

software CSS Iayouts
3rd party integration,

cloud platform Google docs, calendar,
deployment maps, XHTML

Powering a Better Internet © 2008 Akamai



I Types of Attack Traffic @kamai
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A Increasing sophistication I attacks shifting to the web
application layer

A Sophos reported in 2008 it was finding more than 6,000
newly infected web pages every day (one every 4.5 sec.)

A Real paths to profit
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Key Application Attack Sub  -Segments @kamai

A Cross-site Scripting (XSS) Most Prevalent Vulnerability

A Malicious script within a trusted site that enables theft of
sensitive information from client

A SQL Injection ranks # 5, but is most commonly exploited

A Tricks a database into leaking sensitive information; e.g.
adding SQL DB query commands via a web form

B Cross-site Scripting

B Information Leakage

B Content Spoofing

B Insufficient Authorization

B SQL Injection

B Predictable Resource Locatic
W Insuffient Authentication

O Cross-site Request Forgery

VuInerabiIity B HTTP Response Splitting
O Abuse of Functionality
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I Sources of Attack Traffic @kamai

Figure 1: Aftack Traffic. Top Oviginating Courrtrios

A Sources of threat continually shifting

A Reflects a completely stratified black market for BOTs,
reconnaissance tools, vulnerability exploit code, etc.
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PCI DSS 6.6 Mandate @kamai

PCI Compliance

Level # of Merchants Avg. Compliance Orsita-Alidit \
(transactions/ year) Costs

895 >$1.1M 2010
\ (1-6M) ), N A
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MasterCard
Worldwide
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I The Porous Perimeter @kamai
Challenges Posed To Application Security

A Traditional firewalls dedicated to network layers
A Inspect transport headers, not content

A Next generation only partially help HTTP (S)

A Next -generation Network firewalls have some content
Inspection capabilities called Deep Packet Inspection

A Web traffic is typically sent through

A Configuration of network firewalls at the perimeter to
forward ingress HTTP ( 80) and SSL ( 443 ) traffic to origin
server(s)

AExploitation of this fAopen
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Network Security @kamai

Traditional Firewalls provide Network Layer Security

Firewalls and other
perimeter security
devices allow only legal
ports to be accessed.

PORT SCANNING
NETWORK ATTACKS
KNOWN VIRUSES
KNOWN WORMS

They can also detect
some known attacks,
based on signatures.

NETWORK
FIREWALL
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Application Security @kamai

Traditional Firewall s dono6ét provide App

eb traffic, however,
asses through the
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ncrypted traffic is
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Web Applications Become Hacking Tools @kemai

Any user of a Web
application can exploit
vulnerabilities in the
application to access the
systems behind it.

Because these look like
valid browser requests
to all existing security
systems, these hacks
run unchecked.

Web Browser

NETWORK
FIREWALL
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I Web Application Firewall Principles @kamai

1. The Web application IS the perimeter
A Attackers exploit vulnerabilities in the application

2. Must specifically understand and inspect Web traffic
payloads (HTTP, SSL, XML, etc.)

A Requires innate understanding of Web application
programming techniques and methodologies

3. Extend the Web Application Firewall to the Edge
A Detect and understand traffic source
A Filter attack traffic as close to attack origination as possible
A Auto scale as attack propagates
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IAkamaiﬁs Vantage Point @kamai

The wor | doés -demand)distibutedaomputing platform

delivers all forms of Web content and applications for over 2,800
customers and 25,000 domains

The Akamai EdgePlatform:

50,000 +
Servers

3,000 + 750+ 70 1,500 +
Countries

Locations Cities Networks

Resulting in traffic of:

A 500 billion hits / day

A 5+ million hits per second

A 100+ million streams / day

A 1,000,000+ concurrent streams
A 800+ Gbps

Powering a Better Internet © 2008 Akamai




